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Abstract—Nowadays, computer systems are presented in almost
all types of human activity and they support any kind of industry
as well. Most of these systems are distributed where the communi-
cation between nodes is based on computer networks of any kind.
Connectivity between system components is the key issue when de-
signing distributed systems, especially systems of industrial infor-
matics. The industrial area requires a wide range of computer com-
munication means, particularly time-constrained and safety-en-
hancing ones. From fieldbus and industrial Ethernet technologies
through wireless and internet-working solutions to standardiza-
tion issues, there are many aspects of computer networks uses and
many interesting research domains. Lots of them are quite sophis-
ticated or even unique. The main goal of this paper is to present
the survey of the latest trends in the communication domain of in-
dustrial distributed systems and to emphasize important questions
as dependability, and standardization. Finally, the general assess-
ment and estimation of the future development is provided. The
presentation is based on the abstract description of dataflowwithin
a system.

Index Terms—Cellular, communication, dataflow, depend-
ability, industrial distributed systems, industrial networks,
models, requirements, rte, standardization, wireless.

I. INTRODUCTION

S INCE automation systems become indispensable means to
obtain more sophisticated products with a better quality

and lower costs than the manually-controlled ones, the com-
puters’ involvement in being their part is constantly growing,
in not necessary a linear way. Computer bonds with industrial
systems exist on the process level as well as on any higher level
of data exchange model described in [1], [2]. Although most
considered issues refer to control systems with real-time (RT)
abilities, there are also described techniques dedicated to any
other levels of thementionedmodel. In RT systems, every single
physical signal either used to control actuators or to collect data
from sensors must be processed by some kind of natural or ar-
tificial intelligence. Currently, a human acts as an automation
system designer, builder, and finally user. But the role of the
main controller is assigned to a computer. From a historical

Manuscript received January, 2012; revised June, 2012; accepted June 09,
2012. Date of publication July 20, 2012; date of current version December 19,
2012. Paper no. TII-12-0061.
P. Gaj is with the Institute of Informatics, Silesian University of Technology,

Gliwice 44-100, Poland (e-mail: piotr.gaj@polsl.pl).
J. Jasperneite is with the inIT-Institute Industrial IT, Ostwestfalen-Lippe Uni-

versity of Applied Sciences, and Fraunhofer IOSB-INA, 32657 Lemgo, Ger-
many (e-mail: juergen.jasperneite@hs-owl.de).
M. Felser is with the Berne University of Applied Sciences, CH-3400

Burgdorf, Switzerland (e-mail: max.felser@bfh.ch).
Digital Object Identifier 10.1109/TII.2012.2209668

point of view, computers were used in automation but in the
early stage they only acted as rather powerful ones used as cen-
tralized processing stations, and mutually as the nodes of decen-
tralized systems, commonly namedDCS (Distributed Computer
Systems). The main role in this case was continuous control
of an industrial process. Circuits dedicated to discrete control
were designed based on relays, and following the progress, they
were transformed into PLC (Programmable Logic Controller)
devices constructed as relatively simple computers [3]. At this
time, the differences between computers used in DCS and as
PLC faded out. Sometimes, exactly the same hardware base is
used in both cases. Another group of computers as PC (Personal
Computer), IPC (Industrial Personal Computer), HMI (Human
Machine Inferface), and other, equipped with human interfaces,
is mostly considered as points of information exchange between
the digital system and a human [4]. However, using such devices
on the factory floor provides problems with proper timelining
[5].
Currently, industrial distributed systems are characterized

mostly by the distribution of hardware, software, and physical
components for the implementation of control and automation
systems [6], [7]. In the paper, the usage of this kind of computer
systems is considered. In such a case, the human knowledge
referring to the given industrial process is embedded in the
form of system and data structure and in processing algorithms
applied among physical resources of distributed computers,
where the control function may be freely distributed to different
computers. As processing resources are territorially dispatched,
there is a great necessity to assure the connectivity in order to
exchange events and data between them. Currently, there are
no other ways to do this than using (industrial) data networks.
Thereby, they became a crucial part of distributed systems
due to providing unnecessary resources allowing running the
whole system. Networked control systems are used in applica-
tion areas including factory automation, process automation,
building automation, automotive systems, energy distribution
system, etc. The usage of industrial data networks in such
domains should always be done with consideration of time.
On the mentioned control level, there is a set of information
represented as part of system data, which interacts directly with
the physical automation objects, i.e., with the physical process.
It causes that all system components, including the network
and its computer nodes with their hardware and software infra-
structure, should work in real-time mode. Therefore, the main
discriminant of industrial networks is the ability for temporal
deterministic behavior. It means that all network activities
are subjected to time limitations in the range from minimum
achievable to maximum allowable duration time. However,
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there are also various areas in industry where a particular
attitude to time constraints depends on requirements from the
application. It is especially noticeable when one takes into con-
sideration the inter-system integration process and the remote
access ability within a heterogeneous environment. Therefore,
within the current networked control systems (NCS) the soft
RT communication solutions are also desirable, including even
the ones which operate within the public zone.

II. APPLICATION PROPERTIES

The industrial environment is invariant, contrary to the
desktop and business ones. There are at least a few important
features which determine the way the systems are constructed
and operated. The following section discusses what is hap-
pening under the hood based on a few of such features.
The characteristics of information representation (coding), its

mapping (storage and transfer), and processing (algorithms) in
a given technological process are constant. The expectations of
the NCS result from these characteristics and from operations
which can be done for the technological process and in favor
of a user. The set of typical NCS functionalities is fixed to data
acquisition, control, supervision, monitoring, diagnostics, etc.
In the domain of industrial communications, there is also a lim-
ited number of abstract activities. The typical kind of data ex-
change is a cyclic one based on a predefined scheme. It is used
to treating the cyclic exchanges as the main industrial network
activity due to the simple assurance of the time and spatial data
consistency yielded by indigenous retransmission ability. The
need for acyclic exchanges on demand also exists, but this kind
of data transmission is always subordinated to the schema of the
cyclic ones. Thus, the cyclic and acyclic updates in the local or
remote scope can be simply distinguished as the main industrial
network activities. It produces a situation where despite the va-
riety of existing communication solutions, the main idea of its
functioning is the same (Fig. 1). It is based on the cyclical net-
work activity which is built on a schema working under one of
a few existing and well-known network models (Master-Slave,
Token Passing, Producer-Distributor-Consumer, Time Slicing,
TDMA) in pure or combined versions. All network activities
are executed within a network cycle which is in the form of
one repeated time-window or repeated series of time-windows.
Time-arrangement of activities within a cycle depends on the
given schema of predefined cyclical actions and unpredictable
acyclical events.
In most cases a distributed computer system working on the

automation level does not need to be very fast from any point
of view and in any meaning, but it needs to process data with
hard or soft RT constraints as well as be run with an appropriate
safety class. The system handles data which represents a state
of the technological process and its own internal state as well.
All data which is connected with the application can be called
useful. From such a useful dataflow point of view, a system
consists of a virtual application which is dispersed physically
among system nodes and which real parts communicate with
each other via the network. The useful data transmitted over the
network is serviced by tasks related to the used protocol stack
and is commonly called payload.

Fig. 1. Schema of a general dataflow and node activities within the NCS.

A. Asynchronous Tasks

The constituent application tasks are executed by the pro-
cessing resources within system nodes, together with protocols
tasks executed either in their independent network coprocessors
or by appropriate processes within nodes. In any case, to ensure
the temporal deterministic behavior, the task execution is con-
trolled by time constrained software, e.g., RT operating systems.
It leads to the characteristic dual-cycle dataflow in each system
node (Fig. 1). The first cycle depends on a control task execu-
tion and the second one depends on the network activity. Both
cycles are time-constrained, i.e., the cycle period is limited by
the maximum value. The synchronization between the cycles is
performed in the given moment in the time specified by the node
operating system. It could be for example a special section of a
PLC cycle or an interruption service.

B. Interconnection of Heterogeneous Subsystems

Another significant application requirement is the ability to
integrate various systems on the horizontal level as well as ver-
tically between other levels. The integration issue provides a
bunch of questions described in [8]–[10]. The most important
ones are connected with the heterogeneous nature of intercon-
nected systems. A significant trend of integration is to con-
nect remote systems via public networks in order to gain the
maintenance accessibility or increase the interoperability of fac-
tory-wide and inter-branch systems. In such a case physical and
functional distribution has a local and remote character. Note
that available services differ, depending on the system scope
of operation. Locally, the main task is to exchange useful data
in a vertical and horizontal manner in order to extend the in-
teroperability. It can be done with or without time constraints,
according to process application requirements. During the inte-
gration the most important impact on the local run is to assure
the proper dataflow, without interrupting a network cycle of a
time-deterministic exchange scenario and without passing un-
welcome or malicious traffic. Remotely, the main task is to col-
lect data from the system in order to get the ability to present the
system state, or to assure the input to the system. As mentioned
previously, the time constraints are not reliable in this case and
some activities should be deeply considered and secured. Secu-
rity is the key aspect [11], [12]. Due to the non-deterministic
character of the public channel and the fact that it is outside the
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Fig. 2. General schema of the data passing in the example of NCS.

factory administrative area, only non-critical services should be
executed. The typical ones are monitoring, database access, vi-
sualization, backup of alarm notification, remote support of data
processing, parameterization, etc. [13], [14] Nonetheless, there
are attempts to use the public network to execute control tasks
[15]–[17]. Unfortunately, sometimes the available services and
user requested ones do not match together at all. In any case, a
redundant or multi-network approach can be useful: some ex-
amples are presented in [18]–[21].
As a sample of integration complexity and significance of

this subject, a simple example of the real system is presented in
Fig. 2. There are several remote visualizations and monitoring
services connected via the GPRS/Internet network as well as
local control executed on a PLC and on two independent indus-
trial networks. In practice, there is often a need to create more
complex systems.
Furthermore, in a contemporary industry there is also a strong

obligation to be flexible for clients. It means that the likelihood
that a given technology line or communication services (e.g.,
Fig. 2) are new or modified is quite high. Thus, despite the fixed
character of the industrial process, the designers of IT systems
are very keen to use network solutions with a high flexibility
to rearrange the topology and dataflow. A good but not brand
new one in this matter is the object-orientation approach [22],
[23]. It allows reducing the reconfiguration effort during soft-
ware and hardware parts change [24], [25] as well as simplifies
the other aspects of system rearrangement: distribution range,
general scalability, self-adaptive property, fault tolerance, avail-
ability of safety, and simplicity of maintenance [26].

III. INDUSTRIAL COMMUNICATIONS

In the following section, the current trends and problems in
communication technologies in the context of industrial dis-
tributed environment are discussed.

A. Data Communication Models

Data between distributed automation systems is always
exchanged based on different communication models. The

Fig. 3. Generations of industrial networks.

classic message exchange between two distributed computers
is flexible but hard to maintain in the long term. Therefore,
in automation technology a memory mapping communication
paradigm was developed and is widely used for centralized
control with remote inputs and outputs (e.g., Profibus [27]).
For vertical access, a Client-Server model following the Virtual
Field Device approach was developed in ISO 9506 as the
Manufacturing Message Specification (MMS) and copied and
modified for most fieldbus and industrial Ethernet solutions.
For horizontal communication between controllers inside a
distributed automation system, additional paradigms had to be
defined, mostly ones like publisher-subscriber or producer-con-
sumer.

B. Industrial Networks

The broad range of environmental requirements mentioned
above leads to many different industrial applications, which
must be fulfilled by real-time communication systems. The
most typical and common among them are fieldbus systems
which are considered as the 1st generation of industrial net-
works. Currently, such solutions are no longer developed in a
significant way but the existing ones are well described and
documented as well as analyzed [2], [28], [29]. The main
reason for stopping the development of the fieldbus technology
seems to be reaching the maturity as well as the appearance of
the 2nd generation of industrial networks known as Real-Time
Ethernet. Additional reason can be also considered from devel-
opment point of view. The uncommonness of existed protocol
stack, especially including MAC and physical media leads to
high costs of the infrastructure elements and difficulties with
integration. Moreover, even if one takes into consideration the
commonly used and standardized physical layers of fieldbuses,
they are no longer attractive as they do not assure the required
bandwidth and throughput. To clarify the situation it is im-
portant to emphasize that the 2nd generation is not introduced
instead of 1st one. The fieldbus technology with low bandwidth
will always have a place in NCS. But the new challenges
require new generation of communication solutions.
The division of communication solutions into generations is

quite a common procedure. In Fig. 3 the informal generations
of industrial networks are shown.
Nowadays, as a response to mentioned issues, industrial au-

tomation vendors adopted the Ethernet technology to enable
a real-time communication. Ethernet can assure the low cost
and high data transfer speed by itself. Since the existing Eth-
ernet (IEEE 802.3) cannot meet stringent timing requirements,
many extensions have been introduced during the last decade
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to improve the temporal deterministic behavior. These exten-
sions try to cover key requirements that include implementa-
tion costs, IEEE 802.3 compatibility, configuration effort, and
real-time performance [30]. Furthermore, these extensions are
documented under IEC-61158 [29] as a reference for Real-Time
Ethernet (RTE) based industrial communication technologies. A
comprehensive survey of RTE variants and relevant standards
and performance optimization in this field can be found in e.g.,
[28], [31]–[33].
The spontaneous development of fieldbus solutions in the 90s

has led to the existence of a big variety of incompatible com-
munication technologies. For a short period of time the RTE
appeared as a chance to be a common platform for industrial
communication. Unfortunately, due to the global market com-
petition the result of RTE development is almost the same as
in case of fieldbuses. There are dozens incompatible protocols
available. Of course, from the research and general progress
point of view, the diversity and competition are welcome. How-
ever, considering the dataflow in the current heterogeneous en-
vironment, the lack of common platform is onerous in practice
for integrating engineers. Thus, the development of a universal
solution is still in progress. For instance, projects as Virtual Au-
tomation Network [21] or quite small attempts as [20] can be
emphasized.
The further development trend concerns the growing impor-

tance of multimedia applications and intersecting their require-
ments with the requirements of industrial applications. The Eth-
ernet Audio Video Bridging (AVB) TG [34] is working to de-
velop the existing Ethernet into a real-time capable Ethernet
[35]. With AVB 1.0 it is possible to offer worst-case delays for
all real-time message classes. This is a new quality in compar-
ison to standard Ethernet, where only for the highest priority an
upper bound can be denoted. Even if the worst-case latencies
can be determined, the absolute values for the highest priority
class are not smaller than those of standard Ethernet [36].
For a couple of years wireless technologies have been

identified as a very attractive option for industrial distributed
systems because of their flexibility and the reduction of ca-
bling. The key challenges include: achieving a timely and
reliable transmission despite channel errors, the creation of
deterministic hybrid systems in which wireless stations are
included in existing wired systems [10], [37] and addressing
the variation of available bandwidth/latency for data traffic due
to moving mobile devices [38]–[41]. Over the years, wireless
communication technologies (e.g., the IEEE 802.11 Wireless
LAN, the IEEE 802.15.x Wireless PAN) along with a con-
siderable improvement of their performance [42], [43], have
become a viable solution even for industrial environments.
Solutions specifically designed for industrial application in-
clude wireless HART, Zigbee, and ISA100.11a that are mesh
networks, which rely on the IEEE 802.15.4 WPAN (Wireless
Personal Area Networks). Another protocol WISA is developed
to provide a wireless connection of sensors and actuators in
factory automation systems based on IEEE 802.15.1 Bluetooth.
Moreover, due to strong need for connection of various and
many wireless devices from automation, healthcare, office,
and home there are some universal communication solutions
established with the great aim of applying the Internet Protocol

Version 6 (IPv6) into even very simple and small devices from
our surroundings, including industrial environment. One of the
well know concept is “Internet of Things”, and a representative
technology is 6LoWPAN (IPv6 over Low Power Wireless
Personal Area Networks) which is based on IEEE 802.15.4 and
defined in RFC4919 and RFC4944 [44]. All mentioned WPAN
technologies are suitable for distributed systems constructed as
a low power sensor networks e.g., applications for smart grid
measurements. A comprehensive survey of wireless industrial
technologies and related standards can be found in [45], [46]. In
addition, [47] it presents a detailed overview of various states
of art technologies and practices in industrial communication
systems. Due to the dynamic growth of the wireless segment,
and especially the low power personal area networks, it might
be expected to be an interesting influence on the industrial com-
puter systems. Unfortunately, technologies based on a radio
transmission are prone to logical and physical disturbances.
It is hard or even impossible to adapt such solutions into RT
systems with time critical limitations. Hence, the precise impact
is hard to estimate so far.
Another emerging branch of Industrial Communications is

the use of public IP-based networks for interconnecting remote
subsystems [21]. In the absence of other transmission media,
such as dedicated lines, and/or wherever it would be too expen-
sive to set up a dedicated radio network, data transmission via
the mobile network could be an alternative solution [48].
GSM is developed by the European Telecommunications

Standards Institute (ETSI) to describe technologies for the
second generation (2G) digital cellular networks (developed
as a replacement for first generation analog cellular networks).
The standard was expanded over time to accommodate higher
data transfer speeds via EDGE and succeeded by the third
generation (3G) UMTS standard. In the road map, the fourth
generation (4G) LTE advanced standard is now being rolled
out. The future envisioned fifth generation (5G) wireless mo-
bile systems are expected to provide global roaming across
different types of wireless and mobile networks, for instance,
from satellite to mobile networks and to WLANs [49].
Fig. 4 shows the round-trip time of a typical M2M (Ma-

chine-to-Machine) application, consisting of a remote pro-
grammable logic controller with a cellular modem as a data end
point (DEP) and a plant control system as the Data Integration
Point (DIP).
The measurements were performed over a period of five days

for different cellular technologies offered by a German telecom-
munication provider. The round trip times indicate a relatively
high jitter. The similar jitter problems were observed in [20].
The communication gap in connection between DEP and DIP
was observed in range from several milliseconds up to several
seconds in GPRS case. With respect to mission-critical M2M
applications, the occurred service interruptions with a recovery
time of up to several seconds must be evaluated as critical. It
is the same problem as one mentioned previously in the case of
public and radio networks, and the reason lies out of technical
issues but is related to administrative scope and to susceptibility
to disturbances. However, the acceptable jitter depends on appli-
cation; hence, usage of cellular technologies strongly depends
on application requirements.
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Fig. 4. Measurement results of the roundtrip times over a period of five days
using 2G (GPRS), 3G (HSDPA) and 4G (LTE) cellular networks [48].

In the past few years, newwireless devices combined with the
Internet have enabled plants to wirelessly collect data and make
it available via the Web [50]. The growth of wireless networks
and the ubiquity of cellular networks have made it far easier for
Machine-to-Machine (M2M) communication to take place and
has lessened the amount of power and time necessary for infor-
mation to be communicated between machines [51]. These days
M2M communication is already used for remote monitoring,
control and automation of distributed networks [15], [52], [53].
As mentioned in the environmental description, the commu-

nication methods which operate in the public zone and pro-
vide really attractive services should not be used without a crit-
ical assessment. It is important to remember that such solutions
are vulnerable to security threats as well as are not suited for
hard-real time systems, even if used protocols potentially allow
to keep time constraints. The engineers are not familiarized with
such a danger because they have not faced it too often yet. Such
communication ways are quite new. For the time being, due to
the dependability requirements, the public zone should not be
trusted.

C. System Dependability

According to current maintenance requirements the issue of
communication should be considered wider then only tasks of
data transfer. There is the term of dependability which is com-
posed of safety, security, and availability of a distributed system
[54]. Safety, according to the definition that it is “Freedom from
unacceptable risk of physical injury or of damage to the health
of people, either directly, or indirectly as a result of damage to
property or to the environment” [55], is an important feature for
a DCS. Functional safety is a part of the overall safety that de-
pends on the correct operation of DCS in response to its inputs.
The basic standard for functional safety related to DCS is

the IEC 61508 [55] series of standards. In this series the DCS
is defined as a programmable electronic system. The possible
structure for hardware and software is defined, including the
design process for safety related to DCS. The principle of safety
is based on a risk assessment evaluating the risk of a failure of
the distributed system [56]. In the sense of adding controlled
redundancy in hardware and software, the system is made more
error-tolerant, i.e., in case of errors in the system the system does
not fail to provide the required function.

For the distributed control, also safe network protocols con-
forming to the requirements of functional safety are required.
All the proposed solutions for safety-related networks are col-
lected in the IEC 61784–3 [57] part standard. All these safety-re-
lated networks list possible errors as the source of failures, and
show how the defined technical solutions ensure the integrity
of the system. Typical methods are adding data numbers and
additional redundancy, e.g., in the form of checksums. These
measures can typically be implemented as software on top of a
non-safe communication channel (black channel principle).
Functional safety of a DCS depends on the integrity of the

DCS. This is also a security issue.With the adoption ofmore and
more IT-based technology for DCS, like Ethernet and PC based
controller, we see that virus, worms and other forms of malware
are also getting into the range of automation systems [58]–[60].
Security—“the protection of information against unauthorized
disclosure, transfer, modification, or destruction, whether acci-
dental or intentional” is not only a problem of networking and
the separation of networks with firewalls; it includes all types
of measures to prevent the access of not permitted persons or
software into a critical system.
With the usage of DCS in mission-critical systems, the avail-

ability—“ability of an item to be in a state to perform a required
function under given conditions at a given instant of time or
over a given time interval, assuming that the required external
resources are provided” gets more importance. In a DCS, not
only the availability of the computers, but also the availability
of the communication network is a key issue. One method of
increasing the availability is to add redundancy to the transmis-
sion media of the network. In case of a failure of one resource,
the system switches to the redundant resource. The grace time
of the application defines how long the switchover time can be.
The application-independent media redundancy methods are

collected in the IEC 62439 standards. It is not an efficient ap-
proach to simply double the complete network. A more effi-
cient approach is the adoption of ring architecture which allows
building a one error fault tolerant system with a simple, bump-
less switchover mechanism [61]–[63]. A mesh network is more
efficient, but the management and switchover procedures are al-
most impossible to handle in hard real-time in case of a resource
failure. A survey of Real-time Ethernet Redundancy Methods
can be found in [64].

D. The Necessity for Standardization

From the practical point of view the main task faced to engi-
neers is to design and run the system which is able to service the
industrial process properly. Accomplishing such a task is defi-
nitely easier when components are well defined. Standards and
patents reflect the “state of the art” of a technology also from
the legal point of view. If a technology is part of a standard, this
does not mean that there is no patent involved. According to the
Guidelines for Implementation of the Common Patent Policy it
is possible to have international standards covering patents, as
long as the patent holder is willing to negotiate licenses with
other parties on a non-discriminatory basis on reasonable terms
and conditions.
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TABLE I
LIST OF IEC WORKING GROUPS AND STANDARDS RELATED TO DCS.

The International Electrotechnical Commission (IEC) is in
charge of the definition of international standards in the do-
main of general automation technology. The Technical Com-
mittee TC65 is in charge of preparing “International standards
for systems and elements used for industrial process measure-
ment and control concerning continuous and batch processes”
with 26 countries participating in and 15 observing this stan-
dardization process. The TC is split into several subcommittees
(SC) and working groups (WG) as listed in Table I.
The definition of the protocols for Fieldbus and Real-Time

Ethernet are located at the SC65C-MT9 maintenance team. Al-
most every year additional protocols are added to these stan-
dards. These protocols are listed as ’types’ in the IEC 61158 and
the IEC 61784–1/2 defines how to build compatible systems out
of these types.
All aspects of System Dependability as described in the

previous section are covered by the different Working Groups
(WGs). In addition we find also WGs for programming (IEC
61131 & IEC 61499), engineering (IEC 62453 & IEC 61804)
as well as for vertical integration (IEC 62541). Also the new
wireless transmission systems and frequency allocation is
included. Most of these standards are split into several parts
and subparts and may be downloaded from the website of IEC
(www.iec.ch).

IV. VIEWS OF THE FUTURE

Taking into consideration the variety and multiplicity of ex-
isting IT, even only the ones dedicated to strictly industrial com-
puter systems, it is no problem to design and create a distributed
system. However, to create a system in a proper way, which on
the one hand is in accordance with process requirements and on
the other hand with structural flexibility, together with a reason-
able economic background, is a task not for a team consisting of

one profession. Together with a standard automation team, in-
dustrial IT specialists are necessary, including people strongly
involved in computer system architecture, networks and pro-
gramming.
A general conclusion is that the time of monogenic and iso-

lated systems is over as well as the dream about one universal
and best technology for constructing computer systems in in-
dustrial environment.
On the one hand, the future vision of computer distributed

systems in industry seems to be based on the utilization of var-
ious standardized technologies integrated together in order to
dynamically choose the requested one in a given moment of
time of system activity. Due to a big variety of industrial com-
munication solutions as well as assuring high dependability, the
further research for both emerging andwell-known technologies
should be focused on ways of the mutual usage of available pro-
tocols. The other way of evolution is to keep standardizing and
to keep open all new and prospective solutions.
On the other hand, due to extending the NCS functionalities,

the technologies of wireless and public network access seem to
gain more importance in industry. The main impact is undoubt-
edly related to the remote and mobile access to the whole system
and individual devices as well. It is hoped that system designers
will do their best to assure a proper security level in this case.
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